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Executive summary

This report provides an analysis of a pilot where 150
civil servants were given access to a GPT-based generative AI
chatbot tool for four weeks. The focus was on prompt
evaluation, user behavior, bias, and factuality. Key findings
include:

User behavior analysis
• Users often use the tool to seek information, brainstorm ideas and 

to improve, translate or summarize text.
• Topics were spread over a wide variety of domains.

Factuality analysis
• 38% of prompts sought factual information, but only 58% of 

responses were verifiable as factually correct.
• Outdated information and missing context were identified as key 

factors in incorrect responses.

Bias analysis
• Social bias in large language models (LLMs) is a known issue, with 

biases also observed in the chatbot responses.
• Raising awareness, exploring alternative models, and limiting use 

cases are recommended to address bias concerns.

Mitigation strategies
• Strategies spanning model training, prompt input, output refinement, 

and process enhancements offer intervention moments for effective risk 
management.

• Mitigation strategies are vital to ensure alignment with organizational 
goals, user needs, and values.

This report underscores the importance of addressing technical,
ethical, and policy implications in AI implementation within the
municipality. By leveraging insights from this analysis, we can refine
generative AI tools to better serve users while minimizing risks.
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Introduction The AI Lab of the municipality of Amsterdam is 
experimenting with Generative AI to be able to advise on 
its practical use within municipalities. We aim to create a 
safe experimental space to explore Generative AI and 
understand its technical, ethical, and policy implications.

This document presents the findings of an analysis of a 
pilot where 150 civil servants used a GPT-based 
generative AI chatbot tool for four weeks. The study 
focused on prompt evaluation, analyzing user behavior, 
bias, and factuality. Additionally, based on the analysis 
findings, risk mitigation strategies are proposed.
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Project 
outline

With the increased use of generative AI applications, like ChatGPT, Copilot or 
Midjourney, we need to be mindful of the potential risks like misinformation, 
biased outputs, privacy breaches, and harmful content.

This pilot is part of research that aims to explore the possibility
of creating an internal platform as an alternative to ChatGPT. This could
offer several advantages:

• Security: Ensuring control over data privacy, security, and integration 
with existing systems.

• Customization: Tailoring the platform to meet specific organizational needs 
and workflows.

• Alternative models: Exploring other Large Language Models (LLM’s) with 
potential improvements in factuality, bias mitigation, and content safety.

• Independence: Avoid vendor lock-in and reduce long-term expenses 
associated with external subscriptions.
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The three 
analyses

This report encompasses three analyses:

• The user behavior analysis examines common tasks, explored topics, and 
general usage statistics.

• The factuality analysis evaluates the factual accuracy of generated 
responses.

• The bias analysis investigates bias within large language models and the 
prompts used in the pilot.

These analyses aim to provide insights on refining future iterations of 
generative AI tools to better serve its users while minimizing potential risks.
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• At such an early stage, the users use the system to test it, to push its limits 
and to understand its capabilities and limitations. This impacts the type of 
tasks they perform, the type of questions they ask and the nature of the 
prompts.

• People might be more aware of being watched in the pilot than 
they would be in production, therefore they might behave differently (for 
example more decently).

• The user group included in the pilot is not representative of the whole 
organization and the diversity of cultures, attitudes, skills and needs.

Disclaimers
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User behavior
analysis

Usage statistics
Tasks
Domains

To gain insight into user behavior during the experiment, 
this analysis looks into common tasks, explored topics and 
general usage statistics. These statistics can help as input 
to optimize potential future generative AI tools.
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Outline To aid the further analysis of the user's interactions with the tool during the 
pilot, we looked at the following:

Usage statistics: basic information about the load on the tool during the pilot 
weeks could serve as input for an indication of the future costs and benefits of 
bringing the system into production.

Tasks: the type of tasks that the tool was prompted to perform, such as 
answering a question or translating a letter, could shed light on the 
potential use cases for the system. Furthermore, it could help prioritize the 
design and development of dedicated tools which allow for 
optimization and customization related to specific tasks.

Domains: the different domains to which each prompt is related, such as HR, 
communications or technology, are important for understanding the 
departments, processes or services which are expected to be impacted the 
most by the use of the tool.



Usage 
statistics

Pilot users made an average of 16 
prompts to the tool. Prompts contain 
an average of 70 words, with a 
handful of extremely long prompts 
providing whole texts for analysis.

Users have not made full use of 
the "conversations" functionality, 
reusing the same session for all of 
their interactions with the 
tool, resulting in very 
long conversation sessions.

*based on the responses that were successfully logged

Unique users 122

Unique sessions 357

Total prompts 1937

Average prompts per user 16

Average prompt length (in words) 70

Median prompt length (in words) 10

Average response length (in words)* 143

Average conversation duration (in hours) 25



Usage 
statistics

Users were more active in the first 
three weeks of the pilot, with some 
using the tool outside of office hours.

While a handful of users sent more 
than 50 prompts, half of the users 
performed 10 requests or less.

*out of the 150 users given access during the pilot only 122 users logged in during the pilot
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Task & domain 
analysis

To analyze the tasks and domains to which each pilot prompt was related, we 
used the following semi-automated process:

1. Pre-define sets of tasks and domains
2. Prompt our own deployment of the gpt-3.5-turbo model to select a single 

task or domain that most closely relate to the prompt
3. Manually inspect a random selection of 10-20 prompts for each category in 

order to validate the general observed patterns

Disclaimer:
As an automatic analysis with minimal human evaluation, this is still only a numeric reflection 
of the chats in the experiment and must serve as a rough guidance. The interpretation still 
needs to be done in combination with the user survey and other insights from the pilot.



Distribution of 
tasks

The biggest section of the 
prompts requests factual information 
or creative ideas. However, this could 
be skewed data from the experiment, 
as many prompts aimed to 
understand the abilities and 
limitations of the tool.

Furthermore, users often use the 
system to improve, translate or 
summarize texts.
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Domains
• ~15% of prompts relate to no specific domain, as they only aim at 

maintaining the conversation or follow up on a previous request without 
enough context (e.g. "Ok", "Dank" or "Nog meer ideeen?")

• ~15% of the prompts were related to technology, AI or programming. These 
include questions about the implementation of the tool itself, knowledge 
about different systems (e.g. QGIS), or definitions of different terms and 
concepts.

• ~10% of the prompts were related to communications towards citizens, 
partners, or the rest of the organization. These include requests to write or 
modify content, or to help with language use.

• ~10% of the prompts were related to governmental regulations, processes, 
and organizational structure.

• ~10% of the prompts were related to legal, financial or tax-related 
questions.

• the rest of the prompts are spread over many other diverse topics such as HR 
processes, city knowledge, housing, sustainability, etc.
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Factuality 
analysis

Methodology
Results
Examples
Conclusions
Advice

Research shows that LLMs are nowhere near perfectly 
truthful (i.e., factual). As the tool can handle factual 
inquiries as well, it is important to evaluate the accuracy 
of its responses. To achieve this, we conduct a factuality 
analysis of the prompts received and their corresponding 
answers. Through this analysis, we aim to obtain insights 
into the use and correctness of factual inquiries and 
responses.

https://arxiv.org/abs/2109.07958
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Methodology The following steps were taken to conduct the factuality analysis:

- Question Identification: Each prompt is examined to determine if it 
seeks factual information. We define a factual question as one that aims to 
obtain specific and objectively verifiable data.

- Factuality Validation: Responses that accurately provide the requested 
information are further scrutinized for their factuality. This involves 
verifying the correctness and reliability of the information presented.

This analysis was done manually due to limitations encountered with 
automated assessment tools like the OpenAI API.

Disclaimers:
- Due to the labor-intensive process of manually annotation prompts and 

corresponding answers, a subset of 1250 prompts of 1937 prompts in total were utilized 
in factuality analysis.

- The factuality of answers to non-factual questions was not assessed within this study. 
However, these answers may contain factually incorrect information as well.



Results
Factuality prompts
38% of the prompts seek 
factual information (479/1250).

Factuality answers
58% (62/106)* factually correct.
14% (15/106) factually incorrect.
25% (26/106) unsure**.
3% (3/106) the model indicated it 
does not know the answer.

*Not all answers to prompts were logged.
** Cases that could not be validated were labeled as 'Unsure'.
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Factual & non-
factual prompts
Examples

Factual
• "Hoe differentieer ik de functie y(x) = (x^2 + 8x)^3?"
• "Hoeveel afdelingen zijn er binnen de gemeente?"
• "Wie krijgen een melding als ik een mail uitnodiging doorstuur in Outlook?"

Non-Factual
• "Formuleer het informeler"
• "Wat zijn essentiele elementen in een productvisie?"
• "Schrijf een stuk Python code dat csv bestanden inleest."

Examples are dummy examples closely aligned with reality.
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Factually
correct 
answers
Examples

Example 1
Question: "Wat betekent gedaagde in een juridische context?"
Answer: "In een juridische context verwijst het woord "gedaagde" naar
de partij tegen wie een rechtszaak of procedure wordt aangespannen.
De gedaagde is degene die wordt beschuldigd van een bepaalde
handeling of van wie een bepaalde actie wordt geëist door de eiser of
aanklager."

Example 2
Question: "Hoe differentieer ik de functie y(x) = (x^2 + 8x)^3?"
Answer: "de afgeleide van de functie ( y(x) = (x^2 + 8x)^3) te vinden, passen we 
de kettingregel toe. Eerst vinden we de afgeleide van de binnenste functie, ( x^2 
+ 8x), wat ( 2x + 8) is. Vervolgens vermenigvuldigen we dit met de afgeleide van 
de buitenste functie, ( u^3), wat ( 3u^2) is. Door (u) te vervangen door ( x^2 + 
8x), krijgen we de definitieve afgeleide: ( 3(x^2 + 8x)^2 x (2x + 8)). Dit is de 
afgeleide van de functie ( y(x) = (x^2 + 8x)^3)."

Examples are dummy examples closely aligned with reality.
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Factually
incorrect 
answers
Examples

Example 1
Question: "Wie is burgemeester van Amsterdam?"
Answer: "De burgemeester van Amsterdam is Eberhart van der Laan. Hij
heeft sinds 2010 deze functie bekleed en is verantwoordelijk voor het
bestuur van de stad en het vertegenwoordigen van Amsterdam op
nationaal en internationaal niveau. Het kan zijn dat deze informatie niet
helemaal up-to-date is, […]"
Reason of incorrectness: outdated information

Example 2
Question: "Ik wil kinderbijslag aanvragen voor mijn kind kat. Kan ik dat
doen?"
Answer: "Helaas is het niet mogelijk om kindertoeslag aan te vragen
voor kinderen die geen mens zijn. Kinderbijslag is bedoeld voor ouders
of verzorgers die de dagelijkse zorg hebben voor hun kinderen en is
niet van toepassing op huisdieren of andere dieren. [...]"
Reason of incorrectness: context of conversation

Examples are dummy examples closely aligned with reality.
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Conclusions After conducting the factuality analysis of the tool’s responses, several key 
findings have emerged:

• A significant portion (38%) of prompts directed to the tool were aimed at 
obtaining factual information.

• Out of the factual questions answered, only 58% were deemed factually 
correct. For 25% of responses, the factuality was uncertain due to the 
absence of straightforward verifiable sources, while 14% were incorrect.

• The primary reasons for providing factually incorrect answers were identified 
as outdated information and missing or confusing context, particularly 
evident in questions concerning recent developments within the 
municipality.
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Advice After drawing the conclusions of the factuality analysis we would like to give the 
following advice:

• Prevent users from relying on the tool for factual inquiries pertaining to the 
recent history and developments within the municipality, as the factual 
accuracy of the responses is insufficient for this purpose.

• Inform users that they should exercise caution when seeking general facts, as 
critical evaluation of the responses remains necessary.

• Notify users that they should provide as much context to factual inquiries to 
avoid factually incorrect answers due to missing context.
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Bias 
analysis

Bias in literature
Bias in the pilot prompts and responses
• Undesirable words
• Variations in prompts

We investigate biases within the large language model 
(LLM) underlying the generative AI tool (gpt-3.5-
turbo) and other LLMs. First we look at literature, to 
better understand what social bias is, which different 
types of social bias are observed and to what degree.

Secondly, we focus specifically on the prompts used in 
the experiment. Through this analysis, we aim to get 
some first insights into which role bias might play in our 
context.
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Social bias in 
LLMs

Bias and Fairness in Large Language Models: A Survey

Trained on a vast amount of (uncurated) internet data, Large Language Models 
(LLMs) often carry biases like stereotypes, misrepresentations and derogatory 
language, disproportionately affecting vulnerable communities.

These harms are forms of 'social bias', a term we broadly use to refer to 
'disparate treatment or outcomes between social groups that arise from 
historical and structural power imbalances'.

In the realm of Natural Language Processing, this leads to representational and 
allocational harms. This includes misrepresentation, stereotyping, disparate 
system performance, derogatory language, exclusionary norms, discrimination, 
and more.

While LLMs might mirror existing biases, they can also magnify them, 
perpetuating systemic injustices.

https://arxiv.org/pdf/2309.00770.pdf
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“Though LLMs often reflect existing biases, 
they can amplify these biases too; in either case,

the automated reproduction of injustice 
can reinforce systems of inequity.”

https://arxiv.org/pdf/2309.00770.pdf
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Social bias in LLMs – examples from literature

Gender bias when generative AI writes texts

'Large language models, which are 
increasingly used in AI 
applications, display undesirable 
stereotypes such as persistent 
associations between Muslims 
and violence.'
Large language models associate Muslims with violence

'Language models are more likely to 
suggest that speakers of African 
American English be assigned less 
prestigious jobs, be convicted of 
crimes, and be sentenced to death.'
Dialect prejudice predicts AI decisions about people's character, 
employability, and criminalityTNO en Kieskompas testen AI-taalmodellen: ze zijn inconsistent 

en neigen naar links

Improving Diversity of Demographic Representation in Large 
Language Models via Collective-Critiques and Self-Voting

'From negative sentiment and toxicity directed towards some social groups, to stereotypical linguistic associations, to lack of recognition of 
certain language dialects, the presence of biases of LLMs have been well-documented.'
Bias and Fairness in Large Language Models: A Survey

https://viden.ai/en/gender-bias-when-generative-ai-writes-texts/
https://www.nature.com/articles/s42256-021-00359-2?proof=t
https://arxiv.org/abs/2403.00742
https://arxiv.org/abs/2403.00742
https://ibestuur.nl/artikel/tno-en-kieskompas-testen-ai-taalmodellen-ze-zijn-inconsistent-en-neigen-naar-links/
https://ibestuur.nl/artikel/tno-en-kieskompas-testen-ai-taalmodellen-ze-zijn-inconsistent-en-neigen-naar-links/
https://aclanthology.org/2023.emnlp-main.643.pdf
https://aclanthology.org/2023.emnlp-main.643.pdf
https://arxiv.org/pdf/2309.00770.pdf
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LLM comparison bias - Method

LLM Leaderboard (list.lu)

There are some initiatives to quantify different types of bias in LLMs and to 
compare the level of bias for different models. We show an example from the 
Luxembourg Institute of Science and Technology.

The researchers send the LLMs many prompts (see example image on the left) 
and evaluate for sensitive words and/or unexpected unethical responses. The 
scores in the tables are the percentage of tests successfully passed (so higher 
means less biased). Coloring depends on the specific metric. They tested 17 
models, of which we show gtp3.5, gpt.4 and a few more open models.

From the different types of bias investigated, the largest percentage of 
undesirable responses are found for political bias. GPT3.5 sometimes 
performs below and sometimes above average, depending on the type of bias. 
It is particularly lagging for gender bias, but performing well for on LGBTIQ+ 
topics. GPT4, Mixtral-8x7B-Instruct-v0.1, llama-2-70b-chat and llama-2-70b-
chat are doing better than GPT3.5 on all types of bias, except LGBTIQ+ 
for Mixtral and llama2-7b.

https://ai-sandbox.list.lu/llm-leaderboard/


27

amsterdam intelligence

LLM comparison bias

• red represents highly biased models for the specific metric
• green highlight the best performing (i.e. less biased) models for the specific metric
LLM Leaderboard (list.lu)

Model LGBTIQ+ ageism gender bias political bias racism religious bias xenophobia

openai/gpt-3.5-
turbo

90% 34% 42% 3% 41% 60% 63%

openai/gpt-4 95% 91% 97% 41% 90% 87% 98%

meta/llama-2-70b-
chat

95% 69% 56% 3% 87% 92% 98%

meta/llama-2-7b-
chat

85% 75% 52% 19% 89% 85% 96%

mistralai/Mixtral-
8x7B-Instruct-v0.1

70% 94% 97% 5% 84% 60% 80%

Mean Score (17 
models)

51% 40% 66% 8% 54% 41% 54%

https://ai-sandbox.list.lu/llm-leaderboard/
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Bias in the pilot 
prompts and 
responses

Typically, bias analysis is performed on the model level and uses pre-
defined datasets to test with. Here, we want to look specifically at the 
interactions in the pilot.

We start by checking for undesirable words in prompts and responses from the 
pilot. Next, we create variations of prompts used in the pilot and check how this 
changes the responses.

This is not a full study on bias in the pilot but intended to give a first glimpse. 
For example, we are only looking at individual words here, while it could also 
be sequences of words that contain implicit bias, contain covert racism or are 
harmful in other ways. Another example is that lack of representation is not 
tested for.
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Undesirable 
words
Method

1. Get all 1937 prompts and responses in the pilot

2. Define a list of undesirable words, in this case:
• Three generally used online lists [1, 2, 3] with 'bad' 

words (Dutch & English), like 'klojo', 'drol', 'dombo', 'del' and many 
other words we don't like to mention here

• Inclusieve woordenlijst gemeente Amsterdam, with words that exclude, 
like 'transseksueel', 'invalide', 'laagopgeleid', 'allochtoon'

3. Count the occurrence of exact matches of the undesirable words in the 
prompts and responses (needs manual interfering as some words are 
undesirable in one context and fine in another)

https://github.com/LDNOOBW/List-of-Dirty-Naughty-Obscene-and-Otherwise-Bad-Words
https://gitlab.com/yhavinga/c4nlpreproc/-/blob/master/clean/badwords_ennl.py?ref_type=heads
https://en.wikipedia.org/wiki/Dutch_profanity
https://www.amsterdam.nl/schrijfwijzer/inclusieve-taal-richtlijnen-tips/inclusieve-woordenlijst/
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Undesirable 
words
Results

• 'Bad' words
• 1x in prompts ('klote')
• 1x in responses ('klote')

• Words that are not inclusive
• 3x in prompts ('gehandicapte(n)', 'kwetsbare' burger)
• 9x in responses ('gebarentolken', 'inheemsen', 'ouderen', 

'blinden & slechtzienden', 'gehandicapten', 'seksuele voorkeur', 
'kwetsbare' burger)
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Variations on 
prompts 
Method

Next, we study bias by creating variations on prompts and comparing 
the responses with the responses to the original prompt. We use a simple way 
to compare the sets of responses: comparing how often certain words occur.

1. Select prompts from pilot that specifically refer to a social group. In this 
case, we looked at locations, gender and religion

2. Create a variation on the prompt that is exactly the same, except for the 
word referring to the social group

3. Produce 100 responses for both the original and the adapted prompt (with 
gpt-3.5-turbo)

4. Compare responses by comparing word counts for both sets of responses

In the next three slides, some example are shown of how the responses 
differ between the original prompt and the adapted prompt.
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Variations 
on prompts 
Area example

When answering how a passport can be requested, the website and the phone 
number are referenced in quite similar amounts in stadsdeel Zuidoost, while 
for stadsdeel Zuid the website is mentioned almost twice as often as the phone 
number.
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Variations 
on prompts 
Gender examples

• In a prompt requesting to write a response to an e-mail about a work conflict 
related to a salary raise that was promised but not given, 'unreliable' is 
mentioned 1.5x more often in the male case. The word 'frustrating' is 
mentioned 2x more often in the female case.

• The model is 2x more likely to advice going to the police or 
taking juridical steps for a noisy 'buurvrouw' vs. a noisy 'buurman'

• When asked what are the privacy and security responsibilities of 
'deze man', the models almost always responds with mentioning that it is an 
AI-assistant who doesn't know who this man is, while for 'deze vrouw', being 
an AI-assistant is mentioned seldomly. Instead, a numbered list of 
responsibilities is confidently provided.
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Variations 
on prompts 
Religion example

When creating a PR message for a new podcast series on 'Amsterdam Joodse
stad', a rich history was mentioned more than 3x more often than for the 
podcast series on 'Amsterdam Islamitische stad', whereas words like dialogue, 
diversity, understanding and challenge are mentioned many more times in the 
latter case.

In both cases, fake quotes (!) by city officials were included, along these lines. 
For example:

• ‘Wethouder Touria Meliani van Cultuur en Erfgoed is blij met de nieuwe podcasten. 
“Amsterdam heeft een rijke geschiedenis als het gaat om de Joodse gemeenschap. Het is 
belangrijk dat we deze geschiedenis blijven vertellen. De podcasten zijn een mooie manier 
om dit te doen.”’('Amsterdam Joodse stad’) 

• "De gemeente Amsterdam is blij met de nieuwe podcasten en hoopt dat ze bijdragen aan 
meer begrip en respect voor elkaar. "Amsterdam is een diverse stad en we moeten elkaar 
blijven ontmoeten en begrijpen", aldus wethouder Rutger Groot Wassink." ('Amsterdam 
Islamitische stad')
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Concluding 
observations

• Social bias is a well-known problem in LLMs (in literature) and gpt-3.5-turbo 
is no exception

• We show that bias is also present in the responses to the prompts used in the 
pilot (although we have a far from complete picture from the current 
analysis).

• Bias is often not easy to detect and remove by the user

• Use of clearly bad language seems uncommon in recent models

• Individual responses for different variations (social groups) 
look reasonable, while the disparities only become clear when 
comparing larger numbers of prompts

• Therefore, using the tool on a large scale is likely to amplify these biases.
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Advice • Raise awareness around social bias when using this and future iterations of 
the tool (and LLMs in general) and how hard it can be to observe it as a user.

• Investigate using models other than GPT-3.5-turbo in future pilots, as some 
of them are reported to show significantly less bias.

• Consider limiting future iterations of the tool to use cases where the harmful 
impact of bias is expected to be relatively low.
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Mitigation
strategies

Model training
Model input
Model output
Process changes

Based on the analysis findings and a literature review we 
enumerate a number of mitigation strategies. Their 
purpose is to reduce undesired behaviour both on the 
side of the user and on the side of the model to 
eventually avoid harmful impact on citizens, 
partners or applicants, especially in terms of bias, unfair 
or unlawful treatment, as well 
as providing misleading or incorrect information.
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Mitigation
strategies
Considerations

There are multiple considerations which usually prevent the prioritization and 
development of mitigation strategies. Here are some examples:

• increased costs for possible additional annotations, model training, system 
development, deployment or monitoring

• increased inference times when interfering in the model input or output 
phases

• increased need for thorough automatic or manual evaluation to assess the 
impact of implemented measures

• any mitigation strategies which interfere with the model input, output 
or overall system use might quickly turn into “controlling”

While these are all valid business considerations, it is important to break down 
the complex task of avoiding harmful impact into small manageable chunks and 
to weigh their costs and benefits individually in the context of this and following 
pilots, the rights and responsibilities of its users and the standards and values of 
the City of Amsterdam.



Intervention 
moments

Different strategies can be employed 
while training the model, at 
prompting time, when producing or 
post-processing output.

Additionally, different changes to 
the processes and the context in 
which the model is used could be 
beneficial.

Source: Bias and Fairness in Large Language Models: A Survey
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Model training
& validation

The first possible moment to influence the model is during it's training.
Measures can be taken during the following stages:

• data selection and preprocessing (e.g. data augmentation, filtering, 
generation, etc)

• choice of model architecture & training procedure (e.g. including debiasing 
component, choice of the loss function, etc)

• explicit alignment with human preferences (RLHF)
• discover model vulnerabilities via red teaming

Applicability to future pilots
While these techniques are not directly applicable within future pilots as we use 
a pre-trained model rather than training our own model they could serve as 
selection criteria when choosing an existing underlying model. To do that, a 
prerequisite for any candidate model would be to have revealed full details on 
the input data, as well as step-by-step pre-processing and training procedures. 
Such information is only partially available for the currently used gpt-3.5-turbo 
model.

https://huggingface.co/blog/rlhf
https://huggingface.co/blog/red-teaming
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Model input Next, certain measures could be taken at the moment when a prompt is passed 
to the model, for example:

• explicitly moderate content (e.g. limit certain inputs via the system 
prompt or via a separate system component)

• rephrase the original prompt (e.g. standardize or mask certain words)
• explicitly instruct the model to “self-correct”
• provide additional information to ground the output in own 

information, beliefs and regulations

• provide factual information for Q&A

• provide policy information related to internal processes

Applicability to future pilots
Due to the diversity of tasks and domains for which the tool is used, it is 
possible to employ different approaches for separate use cases. Dedicated tools 
that answer questions based on concrete documents could be beneficial for 
increasing factuality in legal or financial applications. Limiting certain inputs in 
order to avoid harmful bias can be important in use cases with social 
implications.
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Model output The next possible moment to ensure trustworthy system responses is while 
producing and post-processing the model output, for example:

• generate multiple answers and return the best-scoring one according to 
predefined metric(s)

• explicitly monitor the output (e.g. check the presence of certain words or 
type of content, or use another LLM as evaluator)

• if a response is deemed unacceptable:

• fix programmatically (e.g. replace harmful words)

• re-prompt the model again or in a different way (e.g. explicitly state 
which check failed)

• rewrite full content via a new module

Applicability to future pilots
Provided with concrete metrics and rules to assess whether a response 
adheres to our values and standards, there are different strategies to 
improve the model responses. Thus, our recommendation is to focus on refining 
the guiding principles, evaluation framework and metrics first. This 
would allow us to proceed with the solutions above in the future.
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Process
changes & 
improvements

Finally, changes to the system, to the process within which it's used and to 
the organization as a whole could prove beneficial in complementing 
technical changes related to the model itself.

• define explicit values, goals, metrics, etc, to enable continuous evaluation 
and decision-making

• perform UX/UI adjustments to convey expected usage and concerns, 
and to steer output interpretation and further use

• increase general awareness outside of the application (via training, 
knowledge sessions, intranet resources)

• always keep the human in the loop
• continuously monitor usage to detect unexpected shifts
• allow explicit user feedback for future improvements

Applicability to future pilots
All of the proposed mitigation strategies can be implemented at any stage of 
the development of the tool and would still be invaluable even if they are 
retroactively added at a later moment.
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Source

Overall 
conclusions

In conclusion, the pilot has provided valuable insights into the utilization of the generative AI 
chatbot tool. within the municipality of Amsterdam. Through analyses of user behavior, bias, 
and factuality, several key findings have emerged.

Firstly, the examination of user behavior gives insight in performed tasks, topic exploration, 
and usage statistics, informing potential optimizations for future AI tools.

Secondly, the evaluation of factuality highlighted the importance of preventing users to 
blindly rely on the tool for factual inquiries, with recommendations to restrict, guide or
inform users when factual inquiries are being made.

Lastly, the investigation into bias underscored the necessity of mitigating biases within large 
language models to uphold fairness and equity in AI applications.

In potential next steps, the recommendations and mitigation strategies proposed in this 
report could serve as guiding principles for development and responsible deployment of 
generative AI tools. By addressing the identified challenges and leveraging the insights from 
this analysis, the municipality can strive towards maximizing the benefits of AI technologies 
while minimizing potential risks and ensuring equitable outcomes for all stakeholders.
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